
AMD Infinity Guard  helps your organization take control of security and 
decrease risks to your most important assets.
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AMD EPYC™ 7002 SERIES PROCESSORS: LEADERSHIP 
SECURITY FEATURES FOR THE MODERN DATA CENTER

Are you ready for the modern data center?
Contact your AMD sales representative or visit AMD.com/epyc to learn more about AMD EPYC™ 7002 Series Processors.

AMD EPYCTM processors boast a set of advanced security features 
called AMD Infinity Guard.  AMD Infinity Guard includes the AMD 
Secure Processor, Secure Memory Encryption and Secure Encrypted 
Virtualization, which together help decrease potential attack 
surfaces as software is booted, executed, and accesses your 
critical data.  The AMD Secure Processor is  a dedicated security 
processor providing  foundation platform security helping protect 
against malicious firmware and BIOS modification and enable 
secure boot without corruption.  AMD Infinity Guard also delivers 
Secure Memory Encryption (SME) to help defend against certain 
cold-boot and direct memory attacks where an intruder has 
physical server access and Secure Encrypted Virtualization (SEV) 
which encrypts and isolates vms helping protect from admin 
tampering and untrusted hypervisors.   

AMD Secure Processor is designed to validate the initial 
BIOS software boot without corruption. In virtualized 
environments, you can cryptographically check that your 
software stack is booted without corruption on a cloud server or 
services you choose.

Secure Memory Encryption (SME) helps protect against attacks 
on the integrity of main memory (such as cold-boot attacks) because 
it encrypts the data. High-performance encryption engines 
integrated into the memory channels help speed performance. 
All of this is accomplished without modifications to your 
application software

Secure Encrypted Virtualization (SEV) helps safeguard privacy 
and integrity by encrypting each virtual machine with one of up to 
509 unique encryption keys known only to the processor. This 
aids in protecting confidentiality of your data even if a 
malicious virtual machine finds a way into your virtual 
machine’s memory, or a compromised hypervisor reaches into a 
guest virtual machine. 
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