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The first (data) breach

“One early landmark incident occurred in 1984, when the credit reporting agency TRW Information Systems 

(now Experian) realized that one of its database files had been breached. The trove was protected by a 

numeric passcode that someone lifted from an administrative note at a Sears store and posted on an 

“electronic bulletin board”—a sort of rudimentary Google Doc that people could access and alter using 

their landline phone connection. From there, anyone who knew how to view the bulletin board could have 

used the password to access the data stored in the TRW file: personal data and credit histories of 90 

million Americans. The password was exposed for a month. At the time, TRW said that it changed the 

database password as soon as it found out about the situation.”

https://www.wired.com/story/wired-guide-to-data-breaches/

https://www.wired.com/story/wired-guide-to-data-breaches/
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The evolution of online data
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Oh God, not the CLOUD!



Data breaches are Life





The ICO and fines

ICO fined Cathay Pacific £500,000 for security failures (the maximum it 

could fine under the old DPA 1998 regime) 

The ICO found Cathay Pacific’s systems were entered via a server connected to the 

internet and malware was installed to harvest data.

A catalogue of errors were found during the ICO’s investigation including: 

• back-up files that were not password protected 

• unpatched internet-facing servers

• use of operating systems that were no longer supported by the developer

• inadequate anti-virus protection

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/03/international-airline-fined-500-000-for-failing-to-secure-its-customers-

personal-data/



How are companies still getting breached?

• Database backups not encrypted

• Internet facing server accessible due to a known and publicised vulnerability

• Administrator console publicly accessible from the internet

• Unsupported operating system

• Inadequate or complete lack of server hardening

• Network users permitted to authenticate past the VPN without multi factor authentication

• Inadequate anti-virus system

• Inadequate patch management

• Lack of forensic capability

• Inappropriate account privileges

• Inadequate penetration testing

• Retention period were too long

• Ineffective management of proactive security measures

https://ico.org.uk/media/action-weve-taken/mpns/2617314/cathay-pacific-mpn-20200210.pdf?_sm_nck=1





How (not) to clean up after a data breach

“Equifax mishandled its public disclosure and response in the aftermath:

• The site the company set up for victims was itself vulnerable to attack, and it 

asked for the last six digits of people's Social Security numbers to check if their 

data had been impacted by the breach. 

• Equifax also made the breach-response page a stand-alone site, rather than part 

of its main corporate domain—a decision that invited imposter sites and 

aggressive phishing attempts. 

• The official Equifax Twitter account even mistakenly tweeted the same phishing 

link four times. Four.”

https://www.wired.com/story/wired-guide-to-data-breaches/

https://www.wired.com/story/wired-guide-to-data-breaches/


The “New Golden Age” of Computing?

Breach 

fatigue



What’s next?

• Demands for more transparency and faster response on 

security and data privacy concerns

• More regulation for corporations as pressure mounts from 

end users

• More fines due to GDPR-related findings and reports

• Requirements for “online users” – starting with school-age 

children
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@BeckyPinkard

Any questions?



https://twitter.com/BeckyPinkard/status/1208074725714546688?s=20













Some links

https://selfkey.org/data-breaches-in-2019/

https://krebsonsecurity.com/category/data-breaches/

https://www.forbes.com/sites/daveywinder/2019/08/20/data-breaches-expose-41-billion-records-in-first-six-

months-of-2019/#6a037729bd54

https://www.lifelock.com/learn-data-breaches-history-of-data-breaches.html

https://privacyrights.org/data-breaches

https://www.wired.com/story/wired-guide-to-data-breaches/

https://blog.avast.com/data-breach-survival-guide

https://selfkey.org/data-breaches-in-2019/
https://krebsonsecurity.com/category/data-breaches/
https://www.forbes.com/sites/daveywinder/2019/08/20/data-breaches-expose-41-billion-records-in-first-six-months-of-2019/#6a037729bd54
https://www.lifelock.com/learn-data-breaches-history-of-data-breaches.html
https://privacyrights.org/data-breaches
https://www.wired.com/story/wired-guide-to-data-breaches/
https://blog.avast.com/data-breach-survival-guide

